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Incidents/Articles of Note:

o Cyberattack At RIPTA Disrupts Some Operations, Rider Payments

e The M.T.A. Is Breached By Hackers As Cyberattacks Surge

* 2021 Breaches lllustrate Cybersecurity As An Urgent Critical Infrastructure
Priority

* Hackers Have A Devastating New Target

TOOLS AND RESOURCES

CYBER+INFRASTRUCTURE

Resource | CISA Resource | securityinfomed.com
Cybersecurity And Physical What Are The Security
Security Convergence Challenges Of Protecting
Together, cyber and physical assets Critical Infrastructure?

represent a significant amount of risk to Many of us take critical infrastructure

physical security and cybersecurity — for granted in our everyday lives. We

each can be targeted, separately or turn on a tap, flip a switch, push a
simultaneously, to result in button, and water, light, and heat are all
compromised systems and/or readily available. But it is important to
infrastructure. When physical security remember that computerized systems

and cybersecurity divisions operate in manage critical infrastructure facilities,

siloes, they lack a holistic view of making them vulnerable to cyber-

security threats targeting their attacks.

enterprise. As a result, successful

attacks are more likely to occur and The recent ransomware attack on the
can lead to impacts such as Colonial Pipeline is an example of the
compromise of sensitive or proprietary new types of threats. In addition, any
information, economic damage number of physical attacks is also
disruption of National Critical Functions possibilities. We asked this week’s

(NCFs), or loss of life Expert Panel Roundtable: What are the

security challenges of protecting critical
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily
reflect the opinion of the Virginia Fusion Center. The sources have been selected to provide you
with event information to highlight available resources designed to improve public safety and reduce
the probability of becoming a victim of a crime.
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